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ABSTRACT

The article presents the development of a mathematical model for modeling a decentralized
control system for a network of collaborative robots. The main attention is paid to the analysis of the
behavior of agents in a distributed environment, taking into account the level of trust, risk,
adaptability and probability of failures. The proposed model is implemented in the Python
programming language and allows for simulations with the ability to visualize changes in the main
parameters over time. The modeling demonstrated that a high level of risk and a decrease in trust
critically affect the efficiency of interaction in the network, especially with an increase in the
frequency of failures. The experiments confirmed the dependence of the stability of the system on the
initial conditions and values of key parameters, which allows optimizing the architecture of such
systems to increase reliability. The results obtained are important for further improvement of
decentralized control algorithms in the field of collaborative robotics.
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INTRODUCTION

In the current conditions of Industry 5.0 development, there is a rapid growth of interest in
decentralized control systems, in particular in the field of robotics, where networks of collaborative
robots serve as the basis for building flexible, scalable and adaptive production systems [1]-[12]. The
rejection of centralized approaches in favor of decentralization provides increased resistance to
failures, reduced load on individual nodes, accelerated decision-making processes and improved
autonomy of robotic agents.

The relevance of the research lies in the need to develop mathematical models that allow
simulating and analyzing the behavior of complex distributed systems in a dynamic environment with
a high level of uncertainty, in particular with the possibility of failure of individual elements, changes
in the structure of the communication network, or fluctuations in trust between agents. The concept
of trust as a mechanism that ensures effective cooperation between robots, allows assessing risks and
making informed decisions in conditions of partial information is of particular interest. As robotic
systems are increasingly deployed for mission-critical tasks in search and rescue, security, medical,
and logistics operations [13]-[25], the ability to predict the dynamics of trust and risk between agents
becomes increasingly important. In this context, a model that takes into account the probability of
failure, variable adaptability, initial trust, and risk tolerance provides a deeper understanding of the
behavior of the system as a whole and lays the foundation for improving its performance.

This suggests the need to develop more robust adaptation strategies, and also justifies the
importance of this research for designing robotic systems of the future that can function under
uncertainty, autonomously respond to environmental changes, and maintain stable interaction without
centralized control. Different methods and approaches can also be used here [26]-[49].

LITERATURE REVIEW
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In the process of developing a mathematical model for modeling a decentralized control
system for a network of collaborative robots, it is important to analyze existing scientific approaches,
technologies and architectures used in related research. A review of previous works allows us to
identify key trends, limitations and promising directions for the development of decentralized control
systems in multi-robot networks.

Authors K. V. R. Devi offers in his study an overview of modern approaches to robot swarms
and cooperative control in multi-component systems, focusing on the principles of self-organization,
decentralization and scalability. This allows us to better understand the basics of coordination between
agents, reducing the need for centralized control [50]. The results obtained can be directly used when
building basic trust and interaction algorithms in a mathematical model of decentralized control.

In his work, A.E. Celik investigates synchronization between collaborative robots using 5G
technologies. The authors demonstrate the high efficiency of decentralized synchronization due to
low latency and reliable connection [51]. Such results can be used for network simulations with
realistic communication characteristics when building a model.

In the article, O. Omotuyi proposes a method for training scalable decentralized controllers
for heterogeneous robot swarms using graph neural networks, which provides effective coordination
without centralized control [52]. The results of this study can be used as a theoretical basis for building
an adaptive level of interaction model in robot networks.

In the study, M. Bashabsheh describes a centralized control model for transport robots,
focused on optimizing movement and task distribution [53]. Although the study focuses on
centralized systems, it provides a contrasting basis for justifying the need and advantages of
decentralization in modeling.

Authors C. Urrea proposes an algorithmic implementation of manipulator coordination using
RRT (Rapidly Exploring Random Trees), which provides adaptive behavior under constraints [54].
This approach can be integrated into a mathematical model to take into account the local adaptation
of each agent.

X. Ma develops a robust constraint-based control based on the Udvadiya—Kalaba approach
for collaborative robot modules, which allows to ensure the accuracy of actions during cooperation
[55]. The proposed control methods can be used to model physical constraints in collaborative
robotics systems.

In the article Y. Chen investigates the use of large language models (LLM) in centralized and
decentralized multi-robot interaction systems, evaluating their performance in complex tasks [56].
This allows adapting decision-making models in a decentralized approach to modern conditions and
technologies.

In the study, J. Gao proposes a three-level distributed simulation architecture for the
coordination of heterogeneous robots, which allows modeling the interaction of different types of
agents in a shared environment [57]. The results obtained are especially useful for expanding the
capabilities of the mathematical model taking into account the heterogeneity of agents.

The analysis of the research of modern authors confirms the high relevance of developing a
mathematical model of a decentralized control system for networks of collaborative robots. In
particular, the importance of self-organization, adaptability, scalability and fault tolerance, which are
key requirements for decentralized systems, is emphasized. Works devoted to the use of 5G, graph
neural networks, motion planning algorithms and new approaches to control demonstrate the potential
of integrating such solutions into simulation models. Most publications emphasize the limitations of
centralized approaches and the advantages of distributed decision-making in dynamic and uncertain
environments. This creates a scientific basis and justification for the need to build a mathematically
based model of decentralized interaction, which will become the basis for software simulation and
further practical implementation in cyber-physical production systems.

DEVELOPMENT OF A MATHEMATICAL MODEL OF A DECENTRALIZED CONTROL
SYSTEM FOR A NETWORK OF COLLABORATIVE ROBOTS
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Within the framework of these studies, the following mathematical model of a decentralized
collaborative robot network management system is proposed, based on the principles of self-
organization, swarm intelligence, distributed decision-making and flexible interaction protocols,
taking into account scalability, fault tolerance, adaptability and reduction of decision-making time:
— collaborative robot system model, represented as a set:

fR == {Rl’ Rz, ...,Rn}, (1)

R — a set of collaborative robots;

R; — collaborative robot (R; € R).

Each robot R;, is described by a state vector. A state vector is a set of variables that completely
describe the state of the robot, necessary for decision-making, control, and interaction with other
agents in the system.

x;(t) € R™, 2

Al
v;(t)
e;(t)

x;(t) =|si(t)| € R™, (3)
Li(t)
1 (t)

[ ¢;(t) ]

p;(t) € R3 — spatial position, coordinates of the robot's position in the workspace (e.g. x,y, z
y 3D or x,y,z y 2D) it determines location for navigation, collision avoidance, and interaction with
others;

v;(t) € R® — velocity/orientation vector, the speed of movement or orientation in space that
is taken into account for coordinating movement. Used in alignment algorithms, collision avoidance,
and trajectory planning;

e;(t) € R — remaining energy, i.e. battery or charge level (% or relative value). Determines
whether the robot can continue working or must return to the base/to charge;

s;(t) € R¥ — sensor data, values from sensors (e.g. distances to objects, temperature, human
detection, etc.). Provides perception of the environment for decision-making, dynamic adaptation,
and interaction with the environment;

[;(t) € R—current logical load or task load. A value that reflects how loaded the robot is with
current tasks (can be 0—1 or in tasks in the queue). Helps in balancing the load in the network,
determining the optimal distribution of tasks;

1;(t) € R? — risk/trust parameters, assessing the reliability of the robot in specific conditions
(e.g., trust factor when interacting with a person, risk of failure). Provides priorities in choosing a
partner for joint actions or task delegation;

t;(t) € R - response time or decision lag, the delay between receiving information and
generating action. Critical for real-time systems to reduce latency in coordination.

m - 3 (position) + 3 (speed) + 1 (energy) + k (sensors) + 1 (load) + q (risk/trust) + 1 (delay).
Total vector x;(t) size depends on hardware specifications and number of sensor inputs (i.e. m =10-
20).

The developed representation in 2-3 allows: to carry out full-fledged remote modeling and
control; to create adaptive behavioral models; to implement distributed control without the need for
a central node; to ensure the system's resistance to failures, environmental changes, and flexible
interaction with a person:
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— the dynamics of the state change of a collaborative robot, we will describe through the
equations of a nonlinear dynamic system that models how the state of each robot R; changes over
time, taking into account control, environmental influences, interaction with other agents, and noise:

x(t) = fi(xi (@), wi (0, m: (), & (D)), (4)

x(t) — derivative of the state vector, or rate of change of the robot's state. This is the rate of
change in the physical and informational characteristics of the robot at time . It determines how the
parameters x;(t) (e.g., position, velocity, energy, sensor data) change over time;

x;(t) € R™ — current state vector of the robot. Describes the current state of the robot
(position, speed, energy, sensors, trust, etc.). The state is the starting point for evaluating the dynamics
of the system, which the control function f; should change;

u;(t) € RP — vector of control influences. This is a set of commands or actions that are sent
to the robot — for example, commands to move, change the trajectory, perform a task. Controls the
behavior of the robot in accordance with the set goal, ensures adaptation to current conditions;

n;(t) € RY —environmental inputs. Contains information about external conditions that affect
the robot's behavior: obstacles, location of people, noise, temperature, humidity, movement of other
objects. Allows the robot to adapt to changes in the environment, to work in the real world;

& (t) e R — noise/uncertainties/disturbances. Represents uncontrolled, random, or
unexpected variables that can affect the system: sensor noise, transmission delays, communication
failures, measurement errors. Taking noise into account allows you to build robust algorithms that
can function in conditions of unpredictability;

f () — a function of the robot dynamics that determines how the state of the robot changes
depending on all the listed factors. Can be described linearly, nonlinearly, stochastically or logical-
linguistically (for example, fuzzy). A key control component, allows you to develop control, learning,
coordination algorithms.

— swarm interaction and self-organization of collaborative robots, it is proposed to use local
rules based on the Bosds algorithm to maintain formation and avoid collisions. The BOSDS algorithm
(Bio-inspired Optimization for Swarm-based Decentralized Systems) is an intelligent optimization
method based on the principles of bio-inspired swarm behavior and decentralized decision-making.
It imitates the mechanisms of interaction between agents in natural systems, such as ants or bees, to
achieve effective coordination of collaborative robots without centralized control. BOSDS provides
flexibility, adaptability and stability of the system in conditions of unpredictable environmental
changes.

u;(t) = wy * Cohesion;(t) + w, - Separation;(t)+ws - Alignment;(t) + w, - 5)
Goal;(t).

Cohesion;(t) - attraction to the center of mass of neighbors:
COhBSiOTli = ZjENi(xj - xi);
Separation; - avoiding crowds:

L Xi—Xj
Separation; = ZjENim’
Alignment; - speed coordination:
Alignment; = Y jen,(v; — v));
Goal; - movement towards a goal or local task;
wy, ..., Wy — coefficients that determine behavior (can adapt dynamically).
— distributed decision making, will be performed by each agent independently. The agent
independently decides which action to perform, using the principles of collective choice:
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wi(t) = arg max[U;(a, x;, n)], (6)

u; (t) — this is the control action (control) that the robot chooses R; at a point in time t, to
achieve the best result in your current circumstances;

a € A; — set of available actions for the robot R;, which can change depending on its state,
task, or environment;

A; — set of possible actions between which the robot R; chooses at time ¢;

U;(a, x;,n;) —autility function that evaluates the appropriateness of action a, given the current
state of the robot x; and information from the environment or from other agents 7;. It allows the robot
to make optimal decisions in a decentralized environment;

x; — robot R; state vector, which displays its current position, speed, energy level, and other
internal parameters;

n; — contextual information, which may include signals from other robots, sensor data, or
environmental characteristics that influence the choice of actions.

Expression 6 formalizes how each robot in the system independently, based on its own
information and limited context, makes a decision that ensures decentralized but coordinated behavior
of the swarm.

— the communication topology of the network of collaborative robots, can be represented as a
graph:

G(@) = (V,EQ®)), (7)

IV — collaborative robots;

E(t) €V XV — variable set of connections (depending on environmental conditions, the
presence of a connection).

Provided that the connection graph G (t) has to be connected at all times (t):

Vt: G(t) is connected. (8)

Requirement (8), that the connection graph G (t)must be connected at every time moment (t),
is critical for the efficient functioning of a decentralized collaborative robot control system. If the
graph is disconnected, that is, there are robots or groups of robots that do not have a communication
path to each other, this leads to information loss, unavailability of the global context, and disruption
of coordination between agents. Connectivity ensures that all robots can transmit or receive data -
directly or through intermediate nodes - which allows maintaining consistency in decision-making,
supporting common system goals, and quickly adapting to changes in the environment. This
requirement also ensures resilience to failures of individual agents, since information paths can be
redirected through alternative routes in the network. In the context of Industry 5.0, where trust and
security of human-robot interaction are important, constant connectivity is the foundation for reliable,
adaptive, and intelligent collective control.

— failure adaptability model, implemented using the local control recovery function upon loss
of communication:

Z Wi jX; (t), connection is present,
ni(t) = JEN; ©)
7j;(t) = "prediction if connection is lost".

In the failure adaptability model (9), the parameter n;(t) plays the role of an assessment or
adaptive response of agent R; to information from neighbors in the network. This parameter allows
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to ensure the stability of the system in case of loss of communication with other agents or partial
failure of communications. Its structure describes two scenarios:
— if the connection with neighbors j € N; 1is preserved, then:

ni(t) = Z wy;x; (6), (10)

JEN;

w;; — weights of trust in a neighbor j;

x;(t) — neighbor state vector at time (t);

N; — the set of all neighbors of an agenti.

— if the connection is lost, then n;(t) = 7j;(t) — a predicted value based on a local model or
historical data. This can be obtained through extrapolation methods, local predictors, or even machine
learning to maintain an estimate of the overall network state.

Thus, the parametern;(t) allows the agent to continue adaptive work even in cases of
communication disruption, maintaining consistency in distributed decision-making.

— the fault tolerance metric allows you to assess how effectively a collaborative robot system
is able to continue stable and coordinated work in the event of partial or complete failures of
individual robots, loss of communication, or unpredictable changes in the environment. It allows you
to quantitatively measure the system's ability to:

— quickly adapt to changes in network topology;

— restore functionality without centralized intervention;

— maintain consistency of decisions in a group of robots even with limited information;

— minimize efficiency losses in the process of interaction with a person.

Thanks to this metric, you can optimize control algorithms, design more reliable distributed
systems, and ensure a high level of security within the framework of Industry 5.0.

|Ra (0]

R(t) = R

)

R, (t) — number of active (not broken) robots.
— the aggregate objective function is the global cost function that the system minimizes:

n
J = Z[Al -Energy; + A, - Time; + A3 - Risk; + A, - Trust,], (12)
=1

L

Energy; — robot R; energy consumption, which characterizes the efficiency of task
performance and is important for the autonomy of the system;

Time; — time spent by the robot R; to perform tasks, which affects overall system
performance;

Risk; — pthe level of risk associated with the robot's R; actions, that takes into account the
possibility of accidents, errors or dangers to humans;

Trust; —level of trust in the robot R;, which reflects the quality of human-machine interaction
in the context of safety and reliability;

A1, Az, A3, A, — Weights that determine the relative importance of each criterion in the overall
objective function. They allow you to adjust the model to specific conditions: for example, increase
the value A; afor systems with high safety requirements or A4, for human-oriented tasks.

General function J allows you to find optimal solutions that balance resource costs, speed of
execution, security, and quality of human interaction.
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DEVELOPMENT OF A PROGRAM FOR MODELING DECENTRALIZED CONTROL
SYSTEMS FOR COLLABORATIVE ROBOTS

The choice of the Python programming language for modeling decentralized control systems
for a network of collaborative robots is quite justified given its versatility, clear syntax, and powerful
ecosystem of scientific and technical libraries [58]-[60]. Python allows you to quickly implement
complex mathematical models, integrate artificial intelligence modules, and effectively visualize
data, which is extremely important in the field of Industry 5.0, where the interpretation of modeling
results is key to analyzing the effectiveness of robotic systems. The PyCharm development
environment was chosen because of its convenience in debugging code, support for working with
virtual environments, autocompletion, integration with Git, and the ability to organize large projects
with many modules. PyCharm also provides a convenient graphical interface for viewing errors,
working with libraries, and structured development, which greatly facilitates the implementation and
testing of decentralized control models. The numpy library is used for efficient work with numerical
arrays, data generation, calculations on state vectors, and processing mathematical operations in real
time. It is an integral part of most scientific calculations in Python. The networkx library allows you
to create, modify, and analyze graphs, structures that are ideal for describing a network of robot
interactions. In this context, graphs are the basic model of communication between agents in a
decentralized system, where each robot is a node and links are edges with or without weights. It is
thanks to network that you can track the change in network topology over time, the loss of links, and
their impact on decision-making. The matplotlib.pyplot library is necessary for visualizing the
interaction process, trust, risk, efficiency, and other variables, which allows the researcher to quickly
analyze and present simulation results. Visual graphs are an integral part of assessing the behavior of
complex systems over time. Finally, the random module is used to simulate random events, such as
link failures, variations in agent behavior, or changes in trust levels, which makes the model more
realistic and adaptive.

Together, these tools allow you to build a flexible, scalable, and fault-tolerant model of a
decentralized control system that can take into account the human factor and interaction within
modern cyber-physical systems of Industry 5.0. Below is a fragment of software code that implements
the basic structure of such a model:

class Robot:

def init (self, idx):
self.id = idx
self.state = np.random.rand(4) # [Energy, Time, Risk, Trust]
self.active = True
self.neighbors =[]
self.trust = trust_initial

def update_state(self, neighbor_states):
if not self.active:

return

if neighbor_states:

avg_state = np.mean(neighbor_states, axis=0)

diff = np.linalg.norm(self.state - avg_state)

if diff > adaptivity threshold:

self.state = (self.state + avg_state) / 2

# Risk and Trust Dynamics
self.state[2] = min(1.0, self.state[2] + np.random.uniform(-0.05, 0.05)) # Risk
self.state[3] = max(0, min(1.0, self.trust - 0.01 * self.state[2])) # Trust
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This code fragment is necessary for modeling the individual behavior of each collaborative
robot in a decentralized control system. It allows taking into account the influence of neighbors,
adaptive response to changes in the environment, as well as risk dynamics and the level of trust in
other robots. This provides a realistic approximation to the conditions of Industry 5.0, where
flexibility, self-organization and safe interaction with humans play a key role. Thanks to such an
implementation, it is possible to model fault tolerance and evaluate the effectiveness of the network
in conditions of partial loss of communication.

#--—-- Building a network of interaction -----

def create communication graph(n, p):

G =nx.erdos_renyi_graph(n, p)
while not nx.is_connected(G):

G =nx.erdos_renyi_graph(n, p)
return G

This code snippet is responsible for creating a network of interactions between collaborative
robots in the form of a connection graph. It uses the Erdés-Rényi model to generate a random graph
with the probability of connection between nodes. The main condition is that the graph must be
connected, that is, each robot must have a path to any other in the network. This is critical for
implementing decentralized control, where information must be freely distributed among all
participants. This approach allows us to investigate the scalability and resilience of the system to loss
of connection.

# Failure testing

for r in robots:
if r.active and random.random() < failure rate:
r.active = False

This code snippet simulates the probability of failure of each robot in the system at each step
of the simulation. If the robot is active and the random number is less than the specified failure rate,
the robot becomes inactive, which simulates its failure. This mechanism allows us to assess the
system's resilience to failures and the network's adaptability to the disappearance of individual nodes.
This is important for testing the reliability of a decentralized control system in conditions of dynamic
changes.

# Collecting neighbor states

for r in robots:
if r.active:
for neighbor id in r.neighbors:
if robots[neighbor _id].active:
neighbor _states[r.id].append(robots[neighbor id].state)

This code snippet implements the process of collecting information about the state of
neighboring robots in the network for each active robot. It goes through each robot, and if it is active,
it checks its neighbors. If the neighbor is also active, its current state vector is added to the list of
neighbor states. This mechanism allows each robot to take into account the behavior of its closest
network participants, which is critical for implementing distributed control, adapting to changes, and
forming collective decisions.

EXPERIMENTAL STUDIES AND ANALYSIS OF THE RESULTS OBTAINED
The purpose of conducting experiments on modeling a decentralized collaborative robot
network management system is to study the impact of key parameters - such as the number of robots,
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the probability of communication, the failure rate, the adaptability threshold, the initial level of trust
and risk tolerance — on the overall efficiency, stability, adaptability and safety of the collective work
of the robotic system in conditions of uncertainty and dynamic changes, which meets the challenges
of Industry 5.0.

The task is to create conditions for analyzing the behavior of the system when changing the
specified parameters in order to identify patterns that contribute to the optimization of decentralized
management and increasing the level of trust between agents and humans.

To implement the experimental modeling, a Microsoft Surface Pro 4 laptop is used, processor:
Intel Core 17-6650U, 3.4 GHz, 2 cores, 4 MB cache; Memory. RAM: 16 GB; Hard drive: 512 GB
SSD; Graphics adapter: Intel Iris Graphics 540.

Software: Windows 10 OS, the program was created in Python in the PyCharm 2022.2.3
environment.

The expected results are:

— assessment of the scalability of the system when changing the number of robots and the
probability of connection;

— determination of failure resistance thresholds for different failure rate levels;

— analysis of the influence of the level of adaptability and trust on the stability of agent
behavior and the effectiveness of collective decision-making.

Such a modeling experiment will allow identifying optimal parameter configurations for the
development of reliable and safe collaborative robotics systems that can be used in new generation
industrial production, logistics complexes, rescue operations, smart factories and in conditions where
autonomy and the ability to collectively adaptively respond to environmental changes are critical.

The input parameters for modeling decentralized collaborative robot control systems and
analysis of the results obtained are presented in Table 1.

Table 1: Input parameters for modeling decentralized control systems for collaborative
robots

Input parameters
o 0
ks g S 2 tz 2 - :5 é
5 @ = 2270 = = == S 8
No 8% RS = 9 4 & 5 = TRz L
£°5 8 2E8 | 33 28 = E 2
5 & E 252 | 2% g = E b
z g °c82 | 2 & 2= = 2
1 0.4 0.1 0.2 0.8 0.3
2 0.6 0.2 0.6 0.9 0.5
3 10 100 0.3 0.3 0.3 0.6 0.4
4 0.7 0.5 0.8 0.4 0.7
5 0.5 0.0 0.1 0.3 0.8

The obtained results of modeling a decentralized control system for collaborative robots with
different input parameters (Table 1) are presented in Figures 1-5.
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Average Trust and Risk over Time in Decentralized Robot Network
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Figure 1: Graph of average trust and risk in a decentralized robot network (first simulation
experiment)

Figure 1 shows the change in the average level of trust (green line) and risk (red line) in a
decentralized network of collaborative robots over 100 time units. There is a rapid increase in risk in
the first steps of the simulation to a level close to 0.9, after which it stabilizes and gradually reaches
a maximum of 1.0. At the same time, trust sharply decreases from the initial value of about 0.65 to
almost zero, which indicates a strong influence of increased risk on the decline in trust between
agents. After the 60th iteration, both metrics stabilize, which indicates the completion of adaptation
processes or the complete loss of functionality of some robots. This result demonstrates the
vulnerability of the system to increased risk and the need to improve trust support mechanisms in
conditions of high uncertainty.

Average Trust and Risk over Time in Decentralized Robot Network
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Figure 2: Graph of average trust and risk in a decentralized robot network (second simulation
experiment)

Figure 2 shows a sharp increase in the average risk level in the collaborative robot network to a
maximum value of 1.0 already in the early stages of the simulation, after which the risk stabilizes at
this level throughout the simulation time. At the same time, the average trust level rapidly decreases
to zero at approximately the 15th step, indicating a critical loss of trust in the system due to the
increase in risk or instability in the interaction between agents. This behavior indicates the lack of
effective adaptation or self-healing mechanisms in conditions of failures or destabilization, and
indicates the need to revise the models of risk assessment and trust maintenance in decentralized
systems to ensure their resilience.
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Figure 3: Graph of average trust and risk in a decentralized robot network (third simulation
experiment)

Figure 3 illustrates the change in the average level of trust (green line) and risk (red line) in a
decentralized network of collaborative robots during the simulation. At the beginning, a high level of
trust is observed with a relatively low risk, but already in the first ten units of time there is a rapid
drop in trust to zero, which is accompanied by a sharp increase in risk to a single value. In the future,
the level of trust remains zero, while the risk is stably high. This indicates a violation or degradation
of communication or behavior of individual agents in the system, which emphasizes the importance
of developing mechanisms for adaptation, self-healing or checking the reliability of information
within the mathematical model to ensure the stability of decentralized interaction.
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Figure 4: Graph of average trust and risk in a decentralized robot network (fourth simulation
experiment)

Figure 4 shows the average level of trust and risk in a decentralized network of collaborative
robots over 100 time units. At the initial stage, trust decreases from a level of about 0.5 to zero by the
10th step of the simulation, while risk increases rapidly from about 0.6 to a maximum value of 1.0.
After that, both indicators remain stable: trust is at zero, and risk is at its maximum. This behavior of
the network indicates the emergence of situations in which the interaction between agents becomes
unreliable or contradictory, which leads to a complete loss of trust between the elements of the system,
in parallel with an increase in the probability of failures. This emphasizes the need to improve the
mathematical model to maintain stability in a dynamic environment.
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Figure 5: Graph of average trust and risk in a decentralized robot network (fifth simulation
experiment)
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Figure 5 shows the dynamics of changes in the average level of trust and risk in a decentralized
network of collaborative robots over 100 time intervals. The average level of trust gradually decreases
from an initial value of approximately 0.3 to a stable value of approximately 0.18, after which it
remains unchanged. At the same time, the average risk fluctuates between 0.5 and 0.7, demonstrating
the unstable behavior of the system. This result indicates the partial preservation of trust between
agents, but under conditions of increased uncertainty, which emphasizes the complexity of managing
interaction in decentralized conditions. Such behavior indicates the potential need for adaptive risk
control mechanisms while maintaining the basic level of trust.

CONCLUSION

In the course of the work, a mathematical model was developed for modeling a decentralized
control system for a network of collaborative robots, which takes into account the key requirements
of Industry 5.0, in particular scalability, fault tolerance, adaptability, speed of decision-making, as
well as interaction with a person based on trust and security. To implement the task, the Python
programming language was used as a flexible tool for quickly building simulation models, using
libraries such as NumPy for mathematical calculations, NetworkX for building communication
graphs between agents, matplotlib for visualizing the dynamics of indicators over time, and random
for modeling random processes in the environment. The result of the modeling was the creation of a
system in which each agent (robot) makes decisions based on its own state and the states of its
neighbors, which allows reflecting the real principles of decentralized interaction. The probability of
robot failure, the ability to adapt to environmental changes, the threshold for responding to risks, and
trust as a key factor for safe interaction in a shared environment were taken into account. Analysis of
the simulation results showed that with a certain combination of input parameters, such as a high level
of risk and frequent failures, the system demonstrates a sharp drop in the level of trust between agents
to zero, which leads to a loss of efficiency of the entire network. At the same time, the risk reaches
critical values, demonstrating a weak ability to self-heal and limited adaptability of the model. Thus,
the results of experimental modeling indicate that the basic model requires further improvement to
ensure long-term stability and flexibility of collaborative robot networks. The revealed dependence
of the level of trust on risk confirms the importance of developing mechanisms to reduce uncertainty,
increase transparency of decision-making and maintain the integrity of information exchange
between agents.

The presented model can be used as a basis for designing control systems in Industry 5.0
conditions, where autonomy, interaction with people, and reliability of decision-making play a critical
role. It allows not only to study the behavior of the system under different parameters, but also to test
new strategies for communication, adaptation, and fault tolerance, which can be extremely useful
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when creating complex distributed robotic systems in industry, search and rescue operations, or
robotic systems of the future.
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